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Abstract

A type flaw attack on a security protocol is an attack where a field that was
originally intended to have one type is subsequently interpreted as having another
type. A number of type flaw attacks have appeared in the academic literature.
In this paper we prove that type flaw attacks can be prevented using a ssmple
technique of tagging each field with some information indicating its intended

A type flaw attack on a security protocol is an attack where a field that was origi-
nally intended to have one type is subsequently interpreted as having another type.
For example, consider the seven-message version of the adapted Needham-Schroeder

Public-Key Protocol [3]:
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We adopt standard notation for protocols: « and b are agents’ identities; s istheidentity
of atrusted server; na and nb are nonces; the functions PK and SK return an agent’s
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public key and secret key, respectively; {m}, denotes m encrypted by key k. We
consider the above variables to be free variables that can be instantiated with different
valuesin different runs.

Meadows, in [5], describes a type flaw attack on the unmodified Needham-
Schroeder Public-Key Protocol [6]. The adapted version of the protocol is vulnerable
to essentialy the same attack:

Msg a.3. Iy = B o {Np, A}pyp

Msg a.4. B—S A

Msg a.5. S— B : {PK(A), A}gx s
Msg «.6. B— 1, : {NI;NbaB}PK(A)
Msg 8.3. Iin,s — A @ {Ng, (N, B)}PK(A)
Msg 3.4. A—1Is : (N,,B)

Msga7 I,— B : {Nb}PK(B)'

Theattack usestwo runs, whose messages are labelled o and 3; the notation 7 4 denotes
the penetrator I either faking a message, apparently from A, or intercepting a message
intended for A. The penetrator seeks to impersonate A throughout run . When B
issues a nonce challenge at message «.6, the penetrator replays this message at A, as
message (3.3. Thisisthe first message A receives, and so A interpretsit as the start of
anew protocol run, taking the field (1V,, B) to be an agent’s identity, and so believes
this message came from (NN, B). A therefore tries to request (N, B)’s public key, by
sending the “identity” (IV,, B) to the server; this allows the penetrator to learn NV, and
hence respond to the nonce challenge.

In this paper, we consider a system where fields are tagged with some extra infor-
mation indicating their intended type. One can think of the tag asafew bits attached to
the field, with different bit patterns allocated to different types. For example, we will
write “(nonce, N)” to represent a value N tagged in such a way to indicate that it is
intended as a nonce. We will similarly tag compound messages; for example, we will
write“ (pair, ((nonce, V), (nonce, N')))” to represent apair of values N and N’ tagged
as nonces; we assume that the tag for a pair contains enough information to alow an
honest agent to decompose the message correctly (for example, the tag might contain
a representation of the number of bits in each component). We will assume that the
tag for an encryption contains the type of the encrypting key and the type of the body
of the encryption; for example, we will write“ {{nonce, noncel} ,,pic” tO represent atag
indicating an encryption of a pair of nonces with a public key.

We assume that honest agents will tag messages that they create with the type they
intend them to have; for example, if they introduce a nonce, they will tag it as being
a nonce. We assume that when an honest agent receives a message, it will check
that al accessible tags (i.e. those tags not inside an encryption that this agent cannot
decrypt) are as expected. On the other hand, we will not assume that the penetrator
follows these tagging rules—we will allow the penetrator to place arbitrary tags upon
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accessible messages (i.e. those messages not protected by an encryption)—and we will
not assume that honest agents can detect such dishonest tagging.

Existing implementations of certain protocols do include some basic tagging infor-
mation, but thisinformation is usually not systematically organised. In particular, the
authors know of no current protocols that tag encryptions with the type of the body.
Aswe shall show, without these encryption tags, the tagging system cannot guarantee
to guard against type flaw attacks.

Suppose we were to use our tagging scheme in the attack described above. The
text of message «.6 would then become:

({lnonce, nonce, agent|} pupiic, { (nonce, Ny), (nonce, N,), (agent, B)} p ¢ (a))-

A penetrator could replace the outermost tag with

{Inonce, agent } pypiic,

but the tags inside the encryption cannot be tampered with. Now A will not accept
this message as an instance of a message 3, because in such messages the second field
inside the encryption should be tagged as being an agent’sidentity; further, the body of
the encryption should be tagged as containing three fields, not two. Hence thistagging
scheme would prevent the above attack.

As another example, consider the Woo and Lam Protocol 7; from [11]:

Msgl. a—b : a

Msg2. b—a : nb

Msg3. a—b : {a,b, nb}shared(a,s)

Msgd. b—s : {a,b,{a,b,nb} jurea(a) f shareas,s)
Msg5. s—=b : {a,b, nb}shared(b,s)'

Here shared(a, s) denotes a key shared between a and s. Note that b cannot decrypt
the message he receives in message 3, but instead simply includes it inside message 4.
The following type flaw attack exploitsthis:

Msgl. Iy, — B : A
Msg2. B — 14 : N,
Msg3. I, —B : N,
Msgd. B —Is : {A B, No}uearn,s)

MSg5 IS_>B :{AaB7Nb}shared(B,5)'

The penetrator replays the nonce N, at B in message 3, which B accepts as being of
the form

{Aa B, Nb}shared(A,S)'



B therefore encrypts N, within message 4. However, this is precisely the form of
message that the penetrator requires to fake message 5.

If we were to again adopt the tagging scheme, the nonce in message 2 would
become (nonce, IV,). The penetrator cannot replay the nonce in this form in mes-
sage 3, but can retag the nonce with the tag that B is expecting, to produce
({|agent, agent, nonce |} snared-key; V»). Message 4 would then become (dropping the
“pair” tag and the pairing parentheses for ease of notation):

({lagent, agent, {|agent, agent, nonce|}shared-key |} shared-key
{(agent, A), (agent, B), ({lagent, agent, nonce [} shared-key Nb)}shmd(Bys)).

But this message could not now be replayed as an instance of message 5, because B
IS expecting a message where the third field inside the encryption is tagged as being a
nonce. The penetrator could change the outermost tag, to create:

({lagent, agent, nonce } shared-key
{(agent, A), (agent, B), ({lagent, agent, nonce [} shared-key Nb)}shmd(Bys)),

but the penetrator cannot change the inner tag without access to the appropriate key.
Again this tagging scheme prevents the attack. Observe that the type flaw attack is
prevented simply by having the participants examine the tags; they do not need to be
able to tell the true types of fields.

In this paper we provethat in fact thistagging schemeis enough to prevent all type
flaw attacks. The utility of this result to the designers and implementers of protocols
should be obvious.

Thisresult is also useful to protocol analysers. Most protocol analysis techniques
adopt the strong typing abstraction, where all messages considered in the analysis
are assumed to be well-typed. This corresponds to an assumption that all agents can
“magically” tell the true types of messages. The result of this paper presents away of
justifying this apparently unrealistic abstraction.

More precisely, we show the following:

If aprotocol is secure under the strong typing abstraction, then it is secure
under the tagging scheme.

In other words, this tagging scheme implements the strong typing abstraction. In fact,
our approach isto show the following:

If thereisan attack upon aprotocol under the tagging scheme, then thereis
an attack under the tagging scheme such that all fields are correctly tagged.

(We make the concept of “correctly tagged” precise in the next section, but essentially
it meansthat all fields are tagged with atag that representstheir true type.)

In the next section we describe how we can model protocols using tagged mes-
sages. Our model is based upon the strand space model of [10]. We use the strand
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space framework because it provides a particularly suitable notation for the kind of
reasoning required for the proof. However, the results of the paper are general and can
be applied to other approaches to the analysis of security protocols (in the context of
the Dolev-Yao model) such asthosein[4, 5, 7, §].

In Section 3 we prove our claim that this tagging scheme prevents all type flaw
attacks. We sum up, and discuss possible implementations for the tagging scheme, in
Section 4.

2 Modelling protocols

In this section we present the model we will be using to prove the main result of this
paper; this model will be based upon the strand space model of [10]. We describe
how we model tagged facts!, and define what it means for a tagged fact to be correctly
tagged. We then give a brief overview of the strand space model, showing how we
model honest participants and penetrator capabilities. We aso explain how breaches
of security, and hence security properties, can be expressed in the strand space model.

2.1 Tagsand facts

We assume some set Atom of atomic values, partitioned into types Agent, Nonce,
PublicKey, etc. By partitioning the types in this way, we assume that each atomic
value has a unique true type: for values introduced by an honest agent, this will be
the type that the honest agent intended for the value; the penetrator, however, will be
allowed to tag such values with a different type.

Tags

We assume that there is a tag corresponding to each base type; we will adopt obvious
names for such tags. We will also assume tag “ constructors’ for pairing and encryp-
tion. The types of tags can be defined by:

Tag ::= agent | nonce | public | ... | pair | enc Tag* Tag.

We assume that the tag for an encryption includes an indication of the encryption al-
gorithm (e.g. DES or RSA public key encryption) that is claimed to have been used
to produce the message. We include this algorithm tag because we want to be able
to model the case where a key is used in the wrong algorithm. More precisely, we
associate algorithms with types of keys (e.g. associating RSA public key encryption
with the type of RSA public keys) and include the tag for that key type within the
encryption tag. We also include the type of the body (as a sequence of tags) within

IWe use the term “fact” for messages or parts of messages, preferring to reserve the word “ message”
for complete messages of the protocol in question.



the encryption tag, to enable agents to perform type checking on encrypted compo-
nents that they cannot themselves decrypt. So enc (t1,...,t,) kt will indicate a tag
that claims that the accompanying fact is encrypted with a key of type kt (using the
appropriate algorithm), and where the body is a sequence of factswithtagsi, ..., t,;
we will abbreviate thistag to {|¢1, .. ., t, [} k-

Tagged facts

We similarly define a type of tagged facts. We represent such tagged facts as
(T'ag, Fact) pairs, where the tag gives the claimed type of the fact; the facts them-
selves are built up from atoms using constructors for pairing and encryption.

TaggedFact ::== Tag x Fact

Fact == Atom |
PAIR TaggedFact TaggedFact |
ENCRYPT T'ag T'aggedF'act Fact.

PAIR tf1 tf2 represents a fact formed by concatenating tagged facts ¢f1 and tf2.
For example, a correctly tagged pair of nonces (N1, N2) would be written as (pair,
PAIR (nonce, N1) (nonce, N2)). We will write (¢f1, ¢f2) as an abbreviation for
(pair, PAIR #f1 tf2). We will drop superfluous parentheses within nested pairing that
associatesto theleft, writing, for example, (¢f1, tf2, tf3) for ((¢f1,tf2),tf3); wewill
drop such parentheses completely when the pair forms the body of an encryption.

ENCRYPT kt tf k represents tagged fact tf encrypted using key £ and algorithm
corresponding to kt; we will abbreviate this to {¢f }%¢, and will tend to drop the k¢
where it matches the type of .

We adopt a version of the perfect encryption assumption [4], that is, that an honest
agent can tell whether it has correctly decrypted amessage, i.e. whether the decrypting
key and algorithm it used to decrypt the message correspond to the encrypting key
and algorithm used to create the message. This can be implemented by including
sufficient redundancy within the encryption. We also assume that the cryptographic
mechanisms exhibit no algebraic properties except those explicitly described in our
model; for example, an encrypted message cannot be changed into another encrypted
message by an agent who does not hold the decryption key (non-malleability).

Note that the type of the body of an encryption isincluded both inside and outside
the encryption, for example:

({|agent7 agent, nonce|}5har6d'key7 {(agenta A)a (agenta B)a (nonce, Nb)}shared(B,S))7

which is a shorthand for

(‘enc (agent, agent, nonce) shared-key,
ENCRY PT shared-key
(pair, PAIR (pair, PAIR (agent, A) (agent, B)) (nonce, N}))
shared(B, S) ).



We will often want to talk about the tag or fact components from a tagged fact, so
we define projection functions as follows:

(taf)lgta (taf)ng

Subfacts

We will want to talk about the sub-tagged-facts of atagged fact. The subfact relation
is defined as the smallest relation such that:

o tf C tf,;

o tf T (¢, (tf1,tf2))if ¢tf T tflortf C tf2;

o if T (¢, {tf'},)iftf C tf.
We will also want to talk about the sub-untagged-facts of atagged fact. We will write
foCtfif(t, f)C tf for sometagt.
Correct tagging

We now define what it means for atagged fact to be correctly tagged. We define this
inductively over the structure of tags, asfollows:

well-tagged(agent,z) < z € Agent,
well-tagged(nonce, z) < = € Nonce,
well-tagged(public, z) < x € PublicKey,

well-tagged(pair, x) < 3tf1,tf2 : TaggedFact »
T = PAIR {f1 ¢f2
A well-tagged tf 1 A well-tagged tf2,
well-tagged({|ts|} ki, v) < 3tf : TaggedFact; k : Fact o

x = {tf }¥* A well-tagged(¢f)
A well-tagged(kt, k) A ts = get-tags tf,

where get-tags returns the sequence of tags labelling the body of an encryption:

get-tags(pair, (¢f1, tf2)) = get-tags tf1” get-tags tf2,
get-tags(t, f) = (t),  fort # pair.

Note that for an encryption, the tag for the key must match the encryption algorithm
used and a'so the type of the key used.



Itisalso useful to characterize when amessage is correctly tagged at the outermost
level:

top-level-well-tagged(agent, x) < z € Agent,

top-level-well-tagged(nonce, ) < = € Nonce,

top-level-well-tagged (pair, ) < 3tf1,1f2: TaggedFact » x = PAIR tf1 tf2,
top-level-well-tagged ({|ts|}re, ) < Jtf : TaggedFact ; k : Fact »
x = {tf }F A ts = get-tags tf.

Note that for an encryption, the key tag must match the algorithm used for the encryp-
tion, but not necessarily the key used.

2.2 Strand spaces

Asmentioned earlier, we will be using the strand space model from [10]. We give here
a brief overview of the strand space model, and how we adapt it to deal with tagged
facts.

A strand represents a sequence of communications by either an honest agent or
the penetrator. Formally, it is a sequence of the form (ttf,, £tf,, ..., £tf,,), where
+tf represents the transmission of tagged fact ¢f and —tf represents reception of #f.
A nodeis any particular communication £¢f .

A graph structure is defined on strands by means of two types of edge:

e If nodes n; and n,,; are consecutive nodes on the same strand then we write
n; = mn;y1. This represents the chronological sequence of communications
along a strand.

e If noden; = +tf and n; = —tf then we write n; — n;. This captures commu-
nications from one strand to another.

A bundlerepresents aparticular history of the network. Formally, if C C (— U =)
isafinite set of edges, and ;- the set of nodes appearing on any edgeinC, thenC isa
bundleif:

1. whenever n, € N and n, has negative sign, there exists a unique n; such that
ny — ny € C; note though that for each n, there may be any number (zero or
more) of corresponding n, such that n, — ny € C;

2. whenever n, € Ny and n; = n,, wehaven, = n, € C;

3. Cisacyclic.



Note that although the second condition requires that strands should start from the
beginning—that is, that if some node of a strand is present in the bundle then so
should the preceding nodes be present—it does not insist that the strand should run
to completion.

We will want to be able to talk about when afact or tagged fact isfirst transmitted.
If S isaset of tagged facts, then anode n isan entry point to S if theterm of n is+tf
for some tf € S, and for each node n' previousto n on the same strand, the term of »’
isnotin S. A tagged fact ¢f will be said to originate on anode n if n isan entry point
totheset {¢f' | ¢f C #f'}. Similarly, an untagged fact f will be said to originate on a
noden if n isan entry pointtotheset {tf' | f C #f'}.

An untagged fact is uniquely originating in abundle C if it originates on a unique
node of C. We will assumethat all values of certain types are uniquely originating. We
will call such types “fresh types’; examples will typically include nonces and session

keys.

2.3 Honest strands

We assume that each role in the protocol is defined by a strand template: a sequence
of templates for sent and received tagged facts, defining the operation of the agent in
that role.

The templates for tagged facts will make use of some set Var of variables, and
some set F'n of function identifiers (which will contain functions like P K, the public
key function). Tagged fact templates can be defined as follows:

Taggedl' emplate ::= Tag X Template

Template = Var | APPLY Fn Var* |
PAIR T'aggedT emplate TaggedT emplate |
ENCRYPT T'ag T'aggedT'emplate Template.

The template APPLY g (vy, ..., v,) represents the function g applied to the variables
v1, .- ., Uy Wewill denotethis g(vy, ..., v,).

For example, therole played by b in the Woo and Lam Protocol 7; would be defined
by the following sequence of templates (where we are adopting the same notational
conventions as earlier):

temp = (—(agent,a),
+(nonce, nb),
—({lagent, agent, nonce [} shared-key, ),
+({|agent, agent, {|agent, agent, nonce|}shared-key [} shared-key
{(agent, a), (agent, b), ({lagent, agent, nonce [} shared-key x)}shared(b’s)),
—({lagent, agent, nonce } shared-key
{(agent, a), (agent, b), (nonce, nb)}shmd(b,s))
).



Note that this strand uses five free variables. «, b, s, nb and x; and also the function
shared. Note also that the encrypted component of the third message, which 6 does
not decrypt, is represented by a variable x;, modelling that b should accept any value
for this component.

All strands representing an execution of a particular role can be formed by instan-
tiating the free variables of the corresponding template, that is, by substituting the free
variables consistently with facts.

For example, in the case of the template above, atypical execution (where there has
been no interference from the penetrator) can be formed using the substitution function
sub where:

subla) = A,  sub(b) =B, sub(s) =S, sub(nb) = N,,
sub(x) = {(agent, A), (agent, B), (nonce, Nb)}shared(B,S)'

The execution in the attack described in Section 1 can be formed using the substitution
function:

sub(a) = A,  sub(b) =B, sub(s) =S, sub(nb) =N,  sub(z) = N,.

(We argued above that it is not possible to produce penetrator strands to complete this
attack.)

Implicit in the definition of a strand template is the assumption that when an honest
agent first sees afree variable in amessage that it receives, it will accept any value for
the variable.

Formally, a substitution is a function:

sub: Var — Fact.
Such afunction can be lifted to complete tagged templ ates as follows?:

sub(t,v) = (t,sub(v)), forve Var,

sub(t, g(vy,...,v,)) = (t,g(sub(vy),...,sub(vy,))),
for g € F'n, where the function application is defined,

sub(pair, (1f1, 1f2)) = (pair, (sub(tf1), sub(1f2))),
sub({ltsltu, {t/}1) = {ltsloe, {sub(f)} sunr ).
and hence lifted to strand templates by applying sub to each message in turn.
We will assume that each strand template is consistently tagged, in the sense that

the same tags are always given to the same variables. Formally, we define a type
environment to be a function:

p:(Var - Tag)U (Fn — Tag" x Tag)

Theideais:

2Recall that a subscript “2” extracts the fact component of atagged fact.
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e forv € Var, p(v) givesthe tag that p should receive, or, equivalently, the type
with which v should be instantiated;

e for g € F'n, p(g) will be apair of the form

((t1,. .., ta), 1),

wheret,, ..., t, givethetypes of the argumentsof f, and ¢ givesthe type of the
result.

We can then define atagged template to be well tagged with respect to p asfollows:

well-tagged (t,v) < t=p(v), forve Var,
well-tagged, (t, g(vi, ..., vn)) & p(g) = ((p(v1),..., p(vn)), 1),  forge Fn,
well-tagged , (¢, PAIR tt1 t12)
)

well-tagged (¢, {tt}}

& t = pair A well-tagged , (t1) A well-tagged ,(tt2),

& t = {get-tags(tt)[}; A well-tagged,(tt)
A well-tagged , (kt, k),

where get-tags is defined analogously to earlier. Our assumption about strand tem-
plates being consistently tagged can be captured as follows:

Assumption 1. For each strand template temp, there is some type environment p such
that all the tagged fact templates of temp are well tagged with respect to p.

One corollary of this assumption is that each variable in a strand template receives a
unigue tag.

We will assumethat the functionsin F'n are partial, and defined only when they are
applied to arguments of the correct types. For example, if we have afunction PK that
isintended to return an agent’s public key, PK () will not be defined for anonce N .
We assume that if the arguments v, ..., v, of afunction ¢ havetagst,,...,%,, then
g(xy,...,z,) will bedefined only if (¢, 2,), ..., (t,, z,) are al well tagged.

We assume that the honest agents correctly follow the tagging scheme. Thiscan be
encapsulated in the following assumption:

Assumption 2. If the tagged fact (¢, f) originates on aregular strand, then top-level-
well-tagged(t, f).

This assumption has a number of facets:

e |f an agent introduces an atomic term for avariable, then it introduces a val ue of
the expected type.

e An honest agent will tag afact asbeing apair only if it was indeed created as a
pair.
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e An honest agent will tag afact as being an encryption only if it isindeed created
as an encryption; in this case the encryption tag will include the identity of
the algorithm used, and the tags of the body; however, the key used for the
encryption might not be of the expected type, because the honest agent might
have received an ill-tagged key from the penetrator.

Recall that we designate certain types as fresh; honest agents should introduce new
values for variables of fresh types.?

Assumption 3. If v isavariable of afresh type, which first appears in message k of a
strand templ ate, then the value sub(v) with which it isinstantiated does not instantiate
any other variable appearing in any message up to and including message k; that is,
sub(v) originates on this node.

Note that this assumption does not prevent the penetrator from replaying sub(v) in
such a way that it instantiates a variable that first appears in a later message of the
strand.

The above discussion has suggested that the bundle under consideration contains
honest strands from a single protocol. In fact, thisis not necessary: our results apply
equally well when we consider bundles containing honest strands from several differ-
ent protocols (as considered in [9]), provided that each protocol uses the same tagging
scheme.

2.4 Penetrator strands

Following [10], we assume that there is some set 1" of messages that the penetrator can
produce himself. In [10] thisis a set of atomic values; in contrast, we assume some
larger set, including some compound facts; we will say more about this set below. We
will also assume some set K p of keysthat the penetrator has available.

Penetrator strands under the tagging scheme are exactly analogous to as in the
standard strands model, but with the addition of a type of strand R representing ma-
nipulation of top-level tags. A penetrator strand is one of the following:

M Text message (+(t,x)) for x € T', with (¢, z) well-tagged.
F Flushing (—tf).

T Tee (—tf,+tf, +tf).

C Concatenation (—tf, —tf', +(pair, (tf, tf"))).

S Separation (—(pair, (tf, tf')), +tf, +tf')

3This assumption complements the earlier definition of unique origination: it prevents, for ex-
ample, the strand template (—(nonce,nl),+(nonce,n2)) being instantiated with (—(nonce, N),
+(nonce, N)).
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K Key (+(tk, k)) with well-tagged(tk, k) and k € Kp.
E Encryption (—(tk, k), —tf, +({ts}w, {tf }i¥)), where ts = get-tags(tf).

D Decryption (—(tk', k"), —({|ts[bu, {tf }i¥), +tf), where tk and ¢k’ are tags repre-
senting inverse key types, and k' is the decrypting key corresponding to £ when
they are considered as keys of typestk’ and tk, respectively.

R Retagging (—(t, f), +(t', f)).

Note that the retagging strand applies only to the top level tag, and that all other
strands do not interfere with the tags of their messages. However, this does not neces-
sarily prevent inner components from being retagged; for example, one component of a
pair can be retagged by separation, retagging that component, and then concatenation.

Note that when the penetrator produces afact, it isinitialy correctly tagged at the
top level:

Lemma 1. If fact f originates on a penetrator strand, then it does so with atag ¢ such
that top-level-well-tagged(t, f).

Proof: The only strands that can be the origin of afact are M, C, K, and E; in each
case, the fact produced is indeed well-tagged at the top level. O

Of course, the above does not prevent the penetrator from changing the tag after the
fact is produced; the following lemma shows that the only place this retagging can
occur is on aretagging strand.

Lemma 2. Every top-level-ill-tagged fact (¢, f) originates on aR strand.

Proof: Assumption 2 tells us that top-level-ill-tagged facts do not originate on honest
strands. An argument similar to that in the previous lemma rules out al penetrator
strands other than R strands. O

2.5 Security properties and attacks

In this section we consider two typical security properties, namely secrecy and au-
thentication, and produce generic definitions of each. Our definitions are obtained by
generalizing those of Thayer Fabrega et al. [10], who consider these properties for
specific protocols.

The definitions given by Thayer Fabrega et al. talk about properties that should
hold of the protocol under the assumption that the penetrator does not have access
to certain sets of keys. For example, the properties one would expect to hold will
depend on whether or not an agent is running the protocol with the penetrator or some-
one whose secret key has been compromised. Our definition will generalize this to
a set Keys, representing some keys that the penetrator may or may not have; this
will be a set of function templates (templates of type APPLY F'n Var*), for example
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{SK(a), SK(b)}, representing the secret keys of the agents a and b. Given a substitu-
tion function sub for aparticular strand, each key k € Keys will takethe value sub(k).
For example, if sub(a) = A, then sub(SK(a)) = SK(sub(a)) = SK(A). Recall that
we assume that the penetrator has access to the set of keys K p; hence we can say that
the penetrator knows none of the keys as follows:

Vk € Keys » sub(k) ¢ Kp.

Secrecy

We now give a generic definition of secrecy. The definition will say that there is a
breach of security when thereis some strand (of some minimal length h) where certain
keys have not been compromised, and the value of a particular variable v (intended to
remain secret) becomes known to the penetrator.

Definition 1. Let temp be the template for some role; let (¢, v) be atagged variable
of temp; let h be a positive integer; and let Keys be a set of function templates. We
define afailure of secrecy to be where each of the following holds:

1. Thereisastrand s = sub(temp) with C-height at least & (i.e. at least thefirst
messages of s appear in the bundle C).

2. Vk € Keys » sub(k) ¢ Kp.
3. Thereisanodein C with label +sub(t, v).

This definition is parameterized by temp, v, h and Keys; in any given protocol, one
would be interested in knowing whether this property holds for some particular values
of these parameters.

Authentication

We now consider the property of authentication. We consider what it means for a
particular role r2 to be authenticated to another role 1. For authentication to hold,
we should expect that whenever there is a strand s1 of r1, there should be a “corre-
sponding” strand s2 of r2; these strands should agree upon the identities of the agents
involved, and possibly upon the values of some other variables (e.g. a session key that
is established); we capture this aspect by specifying that the strands should agree on
the values of all variables from some set X “.

Definition 2. Let templ and temp2 be templates for two roles; let X be a set of
variables of those templates; let h1 and h2 be positive integers; and let Keys be a set
of function templates. We define a failure of authentication to be where each of the
following holds:

4We are assuming that these variables are given the same names in the two different templates; this
is not strictly necessary, but simplifies the notation.
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1. Thereisastrand s1 = subl(templ) with C-height at least /1.
2. Vk € Keys » subl(k) ¢ Kp.

3. There is no strand s2 = sub2(temp2) with C-height at least h2, such that
Vo € X o subl(x) = sub2(x).

This definition is parameterized by templ, temp2, X, h1, h2 and Keys.

3 How tagging preventstype flaw attacks

In this section we prove our main result, that if thereis an attack upon a protocol under
the tagging scheme, then thereis an attack under the tagging scheme such that all fields
are correctly tagged. More precisely, we show that whenever there is an attack upon
a protocol under the tagging scheme, then we can construct a renaming function ¢
over tagged facts, such that uniformly renaming all tagged facts under this function
produces an attack in which al fields are correctly tagged.

Informally, if an honest agent is willing to accept some ill-tagged fact (¢, f), then
that agent’s behaviour must be essentially independent of f, and so he should be will-
ing to accept any value in its place; in particular, he should be willing to accept the
tagged fact ¢(¢, f) (which will havethetag t) in place of (¢, f). We proceed asfollows:

1. In Section 3.1 we define the properties that ¢ must satisfy, and show that such a
¢ can aways be constructed.

2. In Section 3.2 we show that if S isan honest strand, then ¢(S) (renaming all the
facts of S by ¢) isaso an honest strand.

3. In Section 3.3 we similarly show that if S is a penetrator strand, then there
are one or two penetrator strands having the same set of tagged facts as ¢(.5),
although possibly with a slightly different strand structure.

4. In Section 3.4 we show that given abundle C, thereis a corresponding bundle C"
where all terms are well-tagged; this bundle will contain the same set of terms
onitsnodes as ¢(C), although possibly with adlightly different strand structure;
we also show that facts from fresh types are uniquely originating in C” on the
assumption that thay are uniquely originating in C.

5. Finally, in Section 3.5 we show that if there is an attack in C, then there is
similarly an attack in C".
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31

Defining the renaming function

The following definition captures the required properties of ¢:

Definition 3. GivenabundleC, we define

¢ : TaggedFact — TaggedFact

to be arenaming function for C if:

1.
2.
3.

¢ preservestop-level tags: if o(t, f) = (¢, f') thent = t'.
¢ returns well-tagged terms:. well-tagged (o (tf)).

¢ is the identity function over well-tagged terms: if well-tagged(¢f) then
o(tf) = if .

¢ distributes through concatenations that are top-level -well-tagged:
¢(pair, (f1,1f2)) = (pair, (¢(¢/1), ¢(1f2))).
¢ distributes through encryptions that are top-level-well-tagged:
o({tslu {tF15) = (tslhoe {6 oienny,)s  if ts = get-tags(tf).

¢ respectsinverses of keys: if k£ and k' are inverses of one another, when consid-
ered as keys of typestk and tk', then ¢(tk, k) and ¢(tk’, k') are aso inverses of
one another, when considered as keys of typestk and tk’.

If (¢, f) appearsinC, and (t, f) istop-level-ill-tagged, then ¢ (¢, f), € T'. (Recall
that 7" is the set of messages the penetrator can produce himself.)

When ¢ is applied to atop-level-ill-tagged fact ¢f of C, it produces afact that is
essentially new, that is a fact that has no subfact in common with ¢(tf’) for any
other fact tf' of C:

Vif € facts(C) »
—top-level-well-tagged(f) A f C o(tf) =
Vif' € facts(C) « tif L Uf' = f £ ¢(if"),

where facts(C) isthe set of all the tagged facts and subfacts of nodes of C.

Note that condition 8 impliesthat ¢ isinjective over the facts of C.
We now show that it is always possible to find such a ¢:

Lemma 3. GivenabundleC thereis some renaming function ¢ for C.
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Proof: The following method gives a recipe for constructing such a ¢. We build the
definition of ¢ from the bottom up, defining it over the subfacts of a fact before the
fact itself. Consider, then, atagged fact (¢, f), and suppose we have defined ¢ over all
subfacts of f. We use a case analysisto construct ¢(t, f):

1. If —top-level-well-tagged(¢, f) then pick anew value f’ from 7" (for condition 7)

such that well-tagged(¢, f'), and none of the atomsof f’ has been used previously
(for condition 8); define ¢(t, f) = (¢, f').
One proviso to this concerns keys. we should define ¢ over pairs of inverse
keys ssimultaneously. If k1 and k2 are inverses of one another, when consid-
ered as keys of types tk1 and tk2, then pick k1’ and k2’ from T such that:
well-tagged(tk1, k1) and well-tagged(tk2, k2'); (tk1, k1') and (tk2, k2') arein-
verses; and none of the atomsof k1’ or £2' has been used previously. Then define
o(tkl, k1) = (tk1, k1) and p(tk2, k2) = (tk2, k2').

2. If well-tagged(t, f) then define ¢(¢, f) = (¢, f) (for condition 3).

3. If (t, f) = (pair, (tf1,tf2)) then define (¢, f) = (pair, (4(tf1), p(tf2))) (for

condition 4).
4.1F (¢, f) = ({tshu, {tf }iF) with ts = get-tags(tf) then define
o(t, ) = {tshu, {¢(tf)}f;sk(tk,lc)2)

(for condition 5).

The only assumption we need is that 7" is big enough: we need to assume that the
penetrator has access to sufficient supplies of valuesthat he can always produce a new
valuein step 1. In practice, it is reasonable to assumethat he is always able to produce
new atomic facts, and use these to create new compound facts. O

3.2 Regular strands

In this section we show that if S is aregular strand, then so is ¢(S). By definition,
S must be an instantiation of a strand template temp under a substitution function sub.
Consider the strand S’ formed by instantiating temp using the substitution function
sub’ defined by:

sub'(v) = ¢(t, sub(v)),  wheret isthe uniquetag for v in temp.

Note that S’ isalso aregular strand, from our definition. The following lemma shows
that the translation from S to S’ corresponds to arenaming under ¢, i.e. ¢(S) = 5.

Lemmad4. Let temp, ¢, sub and sub’ be as above; then

d(sub(temp)) = sub'(temp).

17



Proof: Let ¢t be a tagged template in temp. We show that ¢(sub(tt)) = sub'(tt).
Assumption 1 allows usto proceed by induction over the structure of ¢¢ as follows:

e Casettisavariable, say tt = (t,v); then:
¢(sub(tt)) = ¢(t, sub(v))
= (by definition of sub’)
(¢, sub'(v))
= sub'(tt)
e Casett isafunction application, say
tt = (t,g(ve,...,v)).

For sub(tt) to be defined, we must have that (¢, sub(vy)), ..., (t., sub(v,)) are
all correctly tagged, where ¢4, ..., t,, are the tags for v, ..., v, in tt. Hence
&(t;, sub(v;)) = (t;, sub(v;)) for each i. So:

d(sub(tt)) = o(t, g(sub(vy), ..., sub(v,)))
= (tt iswell tagged; using the above)
(t, g(B(t1, sub(vi))z, . . ., B(tn, sub(vn))2))
= (definition of sub’)
(t, g(sub (vy),...,sub(v,)))
= sub'(tt).
e Casettisapair, say tt = (pair, (tf1,tf2)); then:
d(sub(tt)) = ¢(pair, (sub(tf1), sub(tf2)))
= (condition 4 of Definition 3)
(pair, (¢(sub(tf1)), p(sub(tf2))))
= (inductive hypothesis)
(pair, (sub/(tf1), sub'(tf2)))
= sub(pair, (tf1,tf2)).
e Casett isan encryption, say
tt = ({t'hre {(t ) }0)-
Then:
G(sub({t'ee, { (¢, £)}1)) = d({t Twes sub({(t', ') }suney)
= (condition 5 of Definition 3)
({1t e {D(5ub(t', £)) } okt sub(hy))
= (inductive hypothesis)
({12 [tae, {sub" @, ) Your ity
= sub ({{#'[te, {(t', f) }1))-
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3.3 Penetrator strands

We now show that given the penetrator strands of C and a renaming function ¢, we
can construct corresponding strands in a bundle C’, formed by replacing each tagged
fact ¢tf inC by ¢(tf). We consider the possible cases one by one, giving the strand S
in C and its corresponding strand S’ in C’. In the case of the R strand, we will change
the strand structure, but we will keep the same set of (renamed) tagged facts.

M Text message Let S = (+(t,z)) withz € T and well-tagged(t,z). Define S’ =
(+o¢(t,z)), whichisan M strand because ¢(t,z) = (t,z) andz € T.

F Flushing Let S = (—tf). Define S” = (—¢(tf)), whichisan F strand.

T Tee Let S = (—tf, +tf, +tf). Define S" = (—o(tf), +o(tf ), +o(tf)), whichisa
T strand.

C Concatenation
Let S = (—tf1, —if2, +(pair, ({1, tf2))). Define

S"=(—o(tf1), —o(t2), +o(pair, (1,1f2)))
which isavalid concatenation strand, because
¢(pair, (tf1,1f2)) = (pair, (¢(¢f1), ¢(tf2)))
by condition 4 of Definition 3.

S Separation
Let S = (—(pair, (tf1,tf2)), +tf1, +tf2). Define

S" = (=o(pair, (t/1,1/2)), +6(if1), +¢(1f2))
which is avalid separation strand, again by condition 4 of Definition 3.

K Key Let 5 = (+(tk, k)) with well-tagged(tk, k) and k € Kp. Define 5" =
(+¢(tk, k)) = (+(tk, k)), whichisaK strand.

E Encryption
Let S = (—(tk, k), —tf, +({{ts}u, {tf }?¥)) where ts = get-tags(tf). Define

S = (—(th, k), —b(tf), +o(ts], {1F}F))

whichisavalid encryption strand because

o({ltshen, {11 = {tsba {6} iunryo)
by condition 5 of Definition 3.
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D Decryption
Let S = (—(¢tk', k"), —({tslbw, {tf }F), +tf), with k and &’ inverses of one
another. Define

S' = (—p(tk", k), —p({Itslrm, {#f}1), +o(4F))

which isavalid decryption strand, because

o({tshoe, {1 3) = (tsbuw {S() ok r),)

by condition 5 of Definition 3, and ¢(tk’, k') and ¢(tk, k) are inverses of one
another by condition 6 of Definition 3.

R Retagging Let S = (—(¢1, f),+(t0, f)). We proceed in two stages. We first
construct the pair of strands (—¢(t1, f)), which is a strand of type F, and
(+0¢(10, f)). If —top-level-well-tagged(%0, f) then thislatter strand is of type M,
from condition 7 of Definition 3, and we are done; see Figure 1 for a depiction
of the strandsinC and C'.

C : c'
1
® -(t1f) : -0(t1f) @ F
R :
1
1
® +((0f) ' +0(t0f) @ M
|

Figure 1. Replacing R strands (part 1)

Otherwise, top-level-well-tagged(t0, f), i.e. S retags f with a correct tag. Let
n0 and n0" be the negative and positive nodes of S, respectively, as in the | eft-
hand side of Figure 2. We show that some earlier R strand, possibly this one,
has initial node labelled with —(¢0, f). If {1 = t0 we are done. Otherwise
(t1, f) istop-level-ill-tagged, and so (¢1, f) originated on another R strand, from
Lemma 2. We proceed similarly with this R strand: let n1 and n1’ be the two
nodes, and let the term on the first node be —(t2, f); if t2 = t0 we are done;
otherwise (¢2, f) originated on another R strand. Continuing in thisway, we can
form a sequence of earlier and earlier R strands, each retagging f. Because the
bundleisfinite, this process must eventually stop, by reaching an R strand where
the first node, call it nk, haslabel —(¢0, f). Let n be the predecessor under —
of nk.

We can construct new strandsin C’ asin the right-hand side of Figure 2. Nodes
n0" and nk are removed; each of the other negative nodes on the R strands is
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Figure 2. Replacing R strands (part 2)
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replaced by an F strand; each of the other positive nodes on the R strands is
replaced by an M strand (these nodes were ill-tagged in C, so the corresponding
factsin C' are elements of T'); if n0’ had — successors in C then the corre-
sponding nodesin C’ becomes — successors of ¢(n).

3.4 Bundlesand unique origination

We have described, above, how the nodes from bundle C are replaced with nodes in
bundle C’. The graph structure of C’ is mostly the same as that of C, with each edge of
the form +n — —n in C replaced by an edge +¢(n) — —¢(n) inC'; the exception
concerns R strands, which is dealt with above.

We now consider the question of unique origination. Recall that we assumed that
all value of fresh types are uniquely originating in C. We produce a bundle C" with
the same honest strands as C’, but where al values of fresh types are again uniquely
originating. In most cases, an origin of suchavaluein C’ correspondsto an origininC,
and so in such cases the value is uniquely originating in C'; the exception concerns R
strands, considered bel ow.

Firstly, suppose f, of some fresh type, originates on an honest nodein C’. Then it
must do so instantiating some variable, v say, that does not appear in any earlier mes-
sage of the strand template. Suppose that v isinstantiated with f; on the corresponding
node n in C. Then by Assumption 3, f; originates on n. Further, by Assumption 2,
f1 will be well tagged, and hence by condition 3 of Definition 3, f1 = fy. Thusif
fo originates on an honest node in C’, then f, originates on the corresponding honest
nodeinC.

There are three circumstances under which f, can originate on a penetrator strand
inC'":

1. f, originates on an M strand corresponding to an occurrence of f, on the corre-
sponding M strand in C;

2. fy originates on a K strand corresponding to an occurrence of f,, on the corre-
sponding K strand in C;

3. fy originates on an M strand corresponding to an occurrence of a top-level-ill-
tagged term (¢, f) onan R strand in C, with fy C ¢(¢, f).

Thefirst two possibilities do not raise any problems, for if the term originates multiple
timesin C' in these ways, then f, originates multiple timesin C. However, the third
possibility introduces an origin not present in C. Note that if one origin of f, corre-
spondsto case 3, then all originsof f, will correspond to case 3, because of condition 8
of Definition 3. We produce a new bundle C" by merging those M strands, replacing
them with a single such strand, whose successors under — are the successors of the
M strandsin C'.
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Thus every origin of a value of a fresh type in C" corresponds to an origin in C;
such values originate uniquely in C, and so they originate uniquely inC".

The results of the previous four subsections can be summarized in the following
theorem:

Theorem 1. If C is a bundle (under our tagging scheme) then there is a renaming
function ¢ and abundle C”, such that:

e C" containsthe tagged facts of C (considered as a set), renamed by ¢;
e C" contains the same honest strands as C, modul o the above renaming;

values of fresh types are uniquely originatinginC"”;

all tagged factsin C" are well-tagged;

C" contains no R strands.

3.5 Attacks

We now show that attacks upon the protocol are preserved by the transformation above.
We show that if there is an attack in C, then there is a corresponding attack in C”; that
is, essentially the same attack will work, but using well-tagged facts.

Secrecy

Following Definition 1, suppose there is an failure of secrecy in C asfollows:
1. Thereisastrand s = sub(temp) with C-height at least h.
2. Vk € Keys » sub(k) ¢ Kp.
3. Thereisanode n with label +sub(t, v).

We show that there is a corresponding attack in C”. Let substitution sub’ be defined as
in Section 3.2:

sub'(v) = ¢(t, sub(v))2,  wheret istheuniquetagfor v intemp.

Then:

1. Thereisastrand s’ = sub'(temp) = ¢(sub(temp)) with C"-height at least h,
corresponding to s, from the way we have constructed the honest strands of C”.

2. Vk € Keys » sull (k) ¢ Kp, because sul/ (k) = sub(k) for such k.

3. The node corresponding to n will have label +sub’(t,v) = +¢(sub(t,v)).
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Authentication

Following Definition 2, suppose there is an failure of authenticationin C asfollows:
1. Thereisastrand s1 = subl(templ) with C-height at least A 1.
2. Vk € Keys » subl(k) ¢ Kp.

3. There is no strand s2 = sub2(temp2) with C-height at least h2, such that
Vo € X o subl(x) = sub2(x).

We show that there is a corresponding attack in C”. Let substitution subl’ be defined
asin Section 3.2:

subl’'(v) = ¢(t,subl(v)),,  wheret istheuniquetagfor v intempl.
Then:
1. Thereisastrand
s1' = subl'(templ) = ¢(subl(templ))

with C"-height at least h1, corresponding to s1, from the way we have con-
structed the honest strands of C".

2. Vk € Keys » subl’(k) ¢ Kp, because subl’(k) = subl(k) for such k.

3. There is no strand s2' = sub2'(temp2) with C"-height at least h2 such that
Vo € X o subl'(x) = sub2'(x). Suppose there were such an s2'; then, by the
way we have constructed the honest strandsin C”, s2’ would correspond to some
strand 52" = sub2"”(temp2) with C-height at least 22 such that:

Vo € Var o sub2'(v) = ¢(t, sub2"(v))
where t isthe unique tag for v in temp?2.

But then we would have for every x € X:

B(t, subl(x))y = subl’(x)
= sub2'(x)
= ¢(t, sub2"(x))s

wheret isthetag for x in templ and temp2. But then by the injectivity of ¢ we
would have subl(z) = sub2”(x), contradicting part 3 of the assumption.
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3.6 Example: the adapted Needham-Schroeder Public-Key Proto-
col

We now show how the results of this paper apply to the adapted Needham-Schroeder
Public-Key Protocol, considered in Section 1. The two roles of this protocol can be
defined by the strand templates:

Init = (4+({nonce, agent|} pupiic-key, {(noONce, na), (agent, a)}PK(b)),
—({Inonce, nonce, agent [} pupiic-key
{(nonce, na), (nonce, nb), (agent, a)} px(,)),
+({Inoncef} puplic-key, {(nonce, nb)} p ),

Resp = (—({|nonce, agent[}public-key, {(nonce, na), (agent, a)}py ),
+({nonce, nonce, agent|} public-key
{(nonce, na), (nonce, nb), (agent, a)}PK(a))7
—({|n0nce|}publiC'keya {(nonce’ nb)}PK(b))>

The analysis of this protocol in [10] establishes a number of properties of the pro-
tocol, under the strong typing abstraction, and under the additional assumptions that
the responder never introduces the same value for nb as that received for na, and that
nonces are uniquely originating.

For example, Proposition 5.2 of that paper establishes, the following ‘ responder’s
guarantee’: in any bundlein which thereisaresponder’sstrand s1 = subl(Resp) such
that subl(SK(a)) ¢ Kp, thereisacorresponding initiator’s strand s2 = sub2(Init)
such that subl and sub2 agree on a, b, na and nb. This means that there is no fail-
ure of authentication under our Definition 2 (with templ = Resp, temp2 = Init,
X = {a,b,na,nb}, hl = 3, h2 = 3 and Keys = {SK(a)} in the notation of that
definition).

We can immediately use the main result of this paper to deduce that the tagging
scheme ensures that there is still no failure of authentication when the strong typing
abstraction is dropped.

4 Conclusions

In this paper, we have shown that all type flaw attacks may be cheaply prevented by
tagging each field with itsintended type, and having honest participants check the tags
of incoming messages. Our results generate no extrawork in implementing protocols
save adding a few extra bits of information into each message of the protocol; they
generate no extra work in protocol analysis. protocols that have been proved correct
under the strong typing abstraction are automatically secure under our scheme.

We have considered the properties of secrecy and authentication, but would ex-
pect the results to apply for other security properties, such as anonymity and non-
repudiation, that can also be expressed in terms of correspondences between agent
strands.
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The key idea of the proof of the result was to show that any bundle corresponding
to runs of the protocol can be transformed into another bundle in which all messages
are correctly tagged, with equivalent strands of the protocol agents, and equivalent
information available to the penetrator. Hence if there is such a bundle corresponding
to an attack, then its transformation corresponds to an essentially similar but well-
tagged attack, demonstrating that the attack is not based around a type flaw. Such a
transformation is possible because of the requirement that protocol agents check all
tags they have access to. |ll-tagged messages will not affect the agent’s behaviour
in any essential way, and so might as well be replaced by messages that do have the
correct tags. Thisiswhat is achieved by the renaming function ¢.

4.1 Implementing thetagging scheme

One possible approach to implementation would be to follow the structure of the T'ag
type. We could construct distinct bit patterns for each atomic type, and two more bit
patterns to indicate a pair or encryption. Compound types could then be represented
by concatenations of these basic bit patterns.

However, this would be somewhat inefficient, especialy with complex types. A
better approach isto identify al of the different types that are used in the execution of
the protocol (or, in the case of a multi-protocol environment, all of the different types
appearing in the execution of at least one protocol), and assign a unique tag number
to each (with each tag number containing the same number of bits, to ensure unique
readability).

Recall the seven-message version of the adapted Needham-Schroeder Public-Key
Protocol:

Msgl. a—s : b

Msg2. s—a : {PK(b),b}gx
Msg3. a—b : {na,a}pgy
Msg4. b—s : a

Msg5. s—b : {PK(a),a}tgy
Msg6. b—a : {na,nb, b}PK(a)
Msg7. a—b : {nb}pg .

Thisuses eight distinct types, and to each of these we could give adifferent tag number,
representable in three bits:

nonce = O, {|public, agent [} secret

agent = 1, {Inonce, agent|} pypiic

public = 2,  {Jnonce, nonce, agent|} public
pair = 3, {Inoncel} pupiic =

N o O

These type identifiers would then appear as the initial part of each message, and in-
side pair types and encryption types. Under this approach, the implementation would
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become:

1. a—s : (1,b)

2. s—a: (4{(3,((2, PK(b)), (1,0)))}sx(s)

3. a—=b : (5{(8((0,na),(1,a))} prp)

4. b—s : (1,a)

5. s—b 1 (4{(3,((2, PK(a)), (1,0))) } sk ()

6. b—a : (6,{(3,(0,na),(3,((0,nb), (1,a)))))}pk(a))
7. a—b : (7,{(0,nb)}PK(b)).

As discussed earlier, we would still need to add information to the pair tag giving
the lengths of the components, and we would need to add redundancy to the body of
encryptions so as to implement the perfect encryption assumption.

It is important to realize that the results presented here do not depend for their
validity on the exact type structure given in the paper.

The central theorem guarantees that using the tagging scheme will prevent attacks
that rely on type confusion between two typesthat have distinct tags. Different tagging
schemes distinguish different types, resulting in different guarantees about what type
flaw attacks will be prevented. So, for instance, if we used a tagging scheme of

Tag := atom | pair | enc Tag* Tag

then we would prevent all attacks involving passing off atoms as encryptions or pairs,
but not attacks where anonce is used in place of an agent’sidentity.

Furthermore, since the penetrator can always manipulate top-level tags and tags
that are not protected by an encryption, such tags provide no useful guarantees and
can be safely omitted. Thus in practice protocol implementations need tag only facts
within encryptions, resulting in even less of atagging overhead.

The tagging scheme could be simplified further, by combining the tags inside each
encrypted component into a single component number. This is reasonably straight-
forward to prove using the technique of fault-preserving transformations from [2]:
the protocol transformation from using component numbers to using tags is fault-
preserving, which means that if a protocol of the former type is subject to an attack,
then so is the protocol it mapsto. Thusif the tagged version of the protocol has been
proven correct, then the version using component numbers must be. In fact, using
component numbers in this way provides more protection than simply tagging fields
with their types, because it would prevent the penetrator replaying one component in
the place of another with the same type, for example, replaying the encrypted compo-
nent from message 3 of the Woo and Lam Protocol as a message 5. The advantages of
not allowing one component to be replayed in the place of another are well understood;
see, for example, Principle 10 of [1].

Note that including a message number within each encrypted component is not
enough: different components within the same message require different component
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numbers. For example, consider the following protocol, which aims to authenticate b
to ¢ and to establish na as a secret shared between a and b:

Msgl. a—b : {a,c}PK(b),{a,na}PK(b)
Msg2. b—a : c.{na}tppy, -

This protocol is correct under the strong typing assumption, and hence under the tag-
ging scheme proposed in this paper. However, if each encrypted message is ssmply
tagged with the message number in which it appears then the following attack ex-
poses N,:

Msg a.1. A—=1(B) : {1,A,C}pyp AL A Natpres
Msga.l. I(A) =B : {LAC}prp{L A Notprp
Msg «v.2. B—A 0 C A2, Na}pga

MSg ﬁl I(A) — B . {LA;Na}pK(B)a {17A’C}PK(B)
MSgﬁQ B_>I(A) : Na7{270}PK(A) :

The attack exploits the fact that two parts of the same message have identical tags but
different types. It may be prevented by replacing the message numbers with compo-
nent numbers.

Protocol analysers using model checkers tend to assume that all messages are cor-
rectly typed, and so such techniques will not detect type flaw attacks. The results of
this paper show how this can be overcome: the model checker tests for attacks that
do not rely on type flaws, and the tagging scheme guarantees that the result can be
extended to cover al type confusion attacks not considered by the model checking.
In such situations, it is a simple matter to decide which tagging scheme to use in the
implementation of the protocol: the tagging scheme should match the typing scheme
in the model.
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